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Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 
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eamed patent term adjustment. See 37 CFR 1.704(b). 
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1 )K Responsive to connnnunication(s) filed on 12 September 2000 . 
2a)D This action is FINAL. 2b)K This action is non-finaL 

3) n Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4) ^ Claim(s) 1-76 is/are pending in the application. 
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5) n Claim(s) is/are allowed. 

6) 13 Claim(s) 1-16 is/are rejected. 
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Application Papers 
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3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (POT Rule 17, 2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 



Double Patenting 



1. Claims 1-16 are rejected under the judicially created doctrine of obviousness- 
type double patenting as being unpatentable overclaims 1-20 of U.S. Patent No. 
6,141 ,406 in view of Pennypacker et al. (5,777,558). 

Regarding claims 1-2, claims 1 and 2 of the patent meet all limitations except 
the feature of comparing the identified echo characteristic with at least one stored 
value for the echo characteristic from previous connection between the local telephone 
and the remote telephone to determine whether there is a significant difference between 
the identified echo characteristic and the stored echo characteristic. 

Pennypacker discloses a method for detecting fraudulent use of a 
communication system that includes the monitoring of a system parameter (see 
abstract). According to Pennypacker and as illustrated in Figures 2-4, a system 
parameter is determined and compared to a previous system parameter that was stored 
to ascertain for differences, and when the difference between the system parameter and 
the previously stored system parameter is greater than a predetermined amount an 
alarm is raised to indicate a potential fraudulent activity (see col. 3, line 23 to col. 4, line 
65). Pennypacker teaches various system parameters that can be used as indicators of 
fraudulent use (see col. 1, line 61 to col. 2. line 7), including parameters that should 
vary slowly. 

It would therefore have been obvious to one to one of ordinary skill in the art to 
combine the teaching of Pennypacker with claims 1 and 2 of the patent in order to 
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monitor any desired system parameter that should vary slowly including echo 
characteristics for detecting fraudulent activities. 

Claims 3-10 read on claims 3-10 of the patent. 

Claims 11-12 read on claims 13-14 of the patent. 

Claims 13-16 read on claims 17-20 of the patent. 



Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1, 2, 4, 6-9, 15 and 16 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over McNair (5,504,810) in view of Pennypacker et al. (5,777,558), 

Regarding Claim 1, McNair discloses a method for detecting whether a remote 
telephone to which a telecommunication has been directed by a local telephone has 
been fonA^arded to a secondary destination by : establishing a telephone connection 
between the local telephone and the remote telephone (see col. 2, lines 62-67), 
identifying an echo characteristic to the telephone connection, and monitoring the echo 
characteristic for a significant change in the characteristic consistent with multiple legs 
to the telephone call (see col. 1, lines 57-67, col. 3, lines 42-67. and col. 5, lines 11-64, 
Fig. 2). McNair further discloses the use of the fraud detection hardware to compare a 
detected echo characteristics of a telephone call path with data representing attributes 
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of the telephone to determine whether the echo characteristics of the path are 
consistent with the call attributes by comparing an experimentally delay value with a 
known value and if the delay value exceeds the known value, this giving an indication 
of a multiple-leg call (see col. 6, lines 7-26, col. 7, lines 21-40). McNair does not 
specifically teach the feature of comparing the identified echo characteristic with at 
least one stored value for the echo characteristic from previous connection between the 
local telephone and the remote telephone to determine whether there is a significant 
difference between the identified echo characteristic and the stored echo characteristic. 

Pennypacker discloses a method for detecting fraudulent use of a 
communication system that includes the monitoring of a system parameter (see 
abstract). According to Pennypacker and as illustrated in Figures 2-4, a system 
parameter is determined and compared to a previous system parameter that was stored 
to ascertain for differences, and when the difference between the system parameter and 
the previously stored system parameter is greater than a predetermined amount an 
alarm is raised to indicate a potential fraudulent activity (see col. 3, line 23 to col. 4, line 
65). Pennypacker teaches various system parameters that can be used as indicators of 
fraudulent use (see col. 1 , line 61 to col. 2, line 7), including parameters that should 
vary slowly. 

It would therefore have been obvious to one to one of ordinary skill in the art to 
combine the teaching of Pennypacker with the system of McNair in order to monitor 
any desired system parameter that should vary slowly including echo characteristics for 
detecting fraudulent activities. 
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Regarding claim 2, McNair further disclose that the identifying and the monitoring 
of an echo characteristic is accomplished by ascertaining differences between a signal 
and an echo of the signal in the time domain (see col. 1, lines 62-66, col. 5, lines 13-15 
and col. 7, lines 42-47). 

Regarding claim 4, the combination of McNair and Pennypacker meet the 
monitoring of the echo characteristic is a step that includes selecting from the group 
consisting of identifying differences in the magnitude of the signal and an echo of the 
signal and identifying differences in the shape of the original signal and an echo of that 
signal by Pennypacker's teaching monitoring the system parameter changes by 
monitoring the required transmit power of a subscriber unit (see col. 1 , line 61-67), 
which reads on identifying differences in the magnitude of the signal and an echo of the 
signal. 

Regarding claim 6, McNair further discloses that identifying a characteristic echo 
includes intercepting a signal returned from the remote telephone on the trunk side of 
the remote central office (see col. 5, lines 1-7). 

Regarding claim 7, McNair further discloses that the identifying of a characteristic 
echo includes receiving at the local telephone of a signal returned from the remote 
telephone (see col. 5, lines 13-21). 

Regarding claim 8, McNair further discloses that the identifying of a characteristic 
echo utilizes signals transmitted from and received by the local telephone (see col. 6 
lines. 16-21). 
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Regarding claim 9, McNair further discloses wherein the signals transmitted 
from the local telephone includes a known signal generated for the purpose of 
identifying and monitoring the echo characteristic (use of probe signal, col. 4, line 62 to 
col. 5, line 10). 

Regarding claim 15, the combination of McNair meets the limitation of making of 
a response when it is determined that a significant change in the echo characteristic has 
occurred consistent with the forwarding of the remote telephone to a secondary 
telephone destination (see col. 7, lines 1-40). 

Regarding claim 16, McNair further discloses that the response is selected from 
the group consisting of terminating the telephone connection, playing a pre-recorded 
message, generating a tone which may be heard at one or more of the local or remote 
telephones, muting the microphone of the local telephone, and recording the date and 
time of the remote party's addition of a secondary telephone destination (see col. 4, 
lines 8-11). 

4. Claims 3, 5. 11. 12, 13 and 14 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over McNair and Pennypacker et al as applied to claim 1 , above, and 
further in view of Townsend et al. (5,577,116). 

Regarding claim 3, McNair as modified by Pennypacker do not specifically 
disclose that the identifying and monitoring of an echo characteristic is accomplished by 
ascertaining differences between a signal and an echo of the signal in the frequency 
domain. 
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Townsend discloses an apparatus for echo characterization on a communication 
channel that includes determining differences between a signal and an echo of the 
signal in the frequency domain (see coL 7, line 54 to col. 8, line 9). 

It would therefore have been obvious to one of ordinary skill in the art to 
implement the combination of McNair and Pennypacker's fraud detection system using 
Townsend's teaching in order to reduce computational complexities and the cost 
involved in using time domain approaches in characterizing the echo as well as the 
overall operation of the system. 

Regarding claims 5 and 1 1 McNair teaches the use of an echo canceller (21 2, 
Fig. 2), including filtering to identify echoes (see col. 5, lines 57-64), McNair as 
modified by Pennypacker do not specifically disclose that the identifying and the 
monitoring of an echo characteristic is accomplished by means selected from the group 
consisting of an adaptive filtration with a FIR filter, adaptive filtration with an IIR filter, 
and adaptive filtration with a lattice filter. 

Townsend discloses an apparatus for echo characterization on a communication 
channel that includes the use of adaptive filtration with a FIR filter (see col. 1 , line 53). 

It would therefore have been obvious to one of ordinary skill in the art to 
implement the combination of McNair and Pennypacker's fraud detection system using 
Townsend's teaching in order to reduce computational complexities and the cost 
involved in using time domain approaches in characterizing the echo as well as the 
overall operation of the system. 
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Regarding claim 12, McNair as modified by Pennypacker do not specifically 
disclose that the identifying of a characteristic echo is accomplished by summing the 
squares of the coefficients used by an adaptive FIR filter to minimize echo. 

Townsend discloses an apparatus for echo characterization on a communication 
channel that includes the summing of the squares of the coefficients used by an 
adaptive FIR filter (see col. 8, lines 47-59). 

It would therefore have been obvious to one of ordinary skill in the art to 
implement the combination of McNair and Pennypacker's fraud detection system using 
Townsend's teaching in order to benefit from the advantages of digital echo canceling 
circuitry to reduce computational complexities and the cost involved in using time 
domain approaches in characterizing the echo as well as the overall operation of the 
system. 

Regarding claims 13 and 14, McNair as modified by Pennypacker and 
Townsend do not specifically disclose that the step of verifying that a change in the 
echo characteristic is caused by the forwarding of the remote telephone to a secondary 
telephone destination by continuing to monitor the echo characteristic after the 
significant change to determine whether the echo characteristic has returned to its 
original value. 

However, those of ordinary skill in the art would have appreciated continuing to 
monitor the echo characteristic for any desired period of time (including approximately 3 
seconds to 3 minutes) after detecting a significant change to see if the echo 
characteristic returns to its original value or not in order ensure that the detected change 
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in the echo on the line, indeed to ensure that the desired result of an additional 
connection resulting from a fon^/arded call on the telephone line and not a false 
indication. 

5. Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable over McNair 
and Pennypacker et al as applied to claim 1 above, and further in view of Kawahara 
at aL (5,859,907). 

Regarding claim 10, McNair as modified by Pennypacker do not specifically 
disclose that the signals generated are selected from the group consisting of a signal 
with a specific tone and white noise. 

Kawahara disclose an echo canceler for training an echo path estimation that 
includes the transmission of a known signal of a specific tone or white noise generated 
for the purpose of identifying and monitoring an echo characteristic (see col. 4 lines 20- 
24, col. 5 lines 44-48). 

It would have been obvious to one of ordinary skill in the art to use Kawahara's 
training signal generation means in the fraud detection apparatus of McNair and 
Pennypacker in order to provide a good echo estimation at all times even during 
periods of silence on the line. 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Powell (5,991,617) discloses a method identifying the fraudulent 
use of a cellular telephone. 

Rocha (6,295,446) discloses a method for detecting fraudulent calls in a radio network. 
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Betts et a I. (6.327,352) discloses a system for real time detection of fraud within a 
telecommunications system. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Charles Appiah whose telephone number is 703 305- 
4772. The examiner can normally be reached on M-F 7:30AM-5:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Vivian Chin can be reached on 703 305-6739. The fax phone numbers for 
the organization where this application or proceeding is assigned are 703-872-9314 for 
regular communications and 703 308-6296 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703 306- 



0377. 



CA 

April 19. 2003 
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